Issues

Ticket and Service Security
Banking solutions

Innovative concepts
surrounding the use of a

secure identity & authentication
client on a mobile platform

Core functionality that is
integral such as token
management, authentication,
redemption and cancellation

Benefits

Uses Secure Java
container on the mobile
(i.e. it’s the mobile part)

Creates a scalable flexible
and future-proof solution

adaptable to evolving markets

Can be part of a CNP
transaction strategy
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Authentisec™ Mobile

Mobile based services and technology are changing the way the world does business
and how companies and people communicate. The mobile is clearly becoming the
delivery channel of choice for many clients. The ability to incorporate an identity and

authentication layer into these processes brings a greater level of client and customer
assurance for all kinds of transactions.
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Authentisec Mobile™ delivers a core component that not only adds a fundamental
new security layer but also provides a platform from which to innovate. There are
tangible benefits of integrating an identity and authentication client into a product
development roadmap. Authentisec Mobile™ can be used to effectively bridge the
gap between internet services and mobile services.

By using a ‘mobile client’ to call on a server-based solution there is an increased level
of freedom to make a broad spectrum of transactions whether they are identity and
authentication based, financial or data.

Building innovative mobile solutions

Authentisec Mobile™ is highly relevant to marketing and product development
projects where there is an opportunity to enhance existing or design new business
processes, especially where there is a requirement to deliver added customer
functionality without compromising on security.

Authentisec Mobile™ has been designed to bridge the security and privacy gap that
currently exists in the marketplace. Dynamic business areas of mobile marketing and
mobile services delivery is being driven by consumer demands for secure and
innovative lifestyle services - these secure services will drive greater sales.
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Authentisec Mobile™

Authentisec Mobile Client

Authentisec Mobile™ is the natural extension of the existing Authentisec platform
and provides on demand authentication from a mobile phone handset, network
connected PDA or any other IP based device. The use of ‘mobile internet’ is
inherent to the functionality of the Authentisec Mobile solution.

The mobile phone is a portal to accessing a variety of services that are represented
within the overall solution - whether from the service provider or approved third
parties.

The application acts as a ‘transaction request service’ and initiates various actions
such as buying a ticket, and associated services and access to Smartcard services

T | g including the potential to top up a Smartcard.
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Requests to third party systems can be sealed and secured using the Authentisec
engine to produce an auditable and non-repudiable transaction log — allowing
comparatively high value transactions to be handled with confidence.

In many scenarios it’s likely that secure purchase payment from authorised
accounts or “Top-up” will be part of the initial user account set up, bringing
greater convenience to the user and reducing unnecessary interface navigation
steps in the user flow.

Solution Integration for SmartCard
Smartcard integration is a critical path for the evolution of a solution.

The secure transaction mechanism provided by Authentisec Mobile will provide
secure, authenticated access to these high value services and ensure secure
transactional interfaces to the Smartcard and the supporting back office functions.

Providing a virtual interface and linkage to other service delivery technologies such
as those running on a Smartcard brings the mobile to the forefront of any
customer-centric service strategy.
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